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DETAILED ACTION 

1 . Claims 1-15 have been presented for examination. 

Priority 

2. Acknowledgment is made of applicant's claim for foreign priority under 35 
U.S.C. 119(a)-(d). 

Information Disclosure Statement 

3. The information disclosure statement (IDS) submitted on 22 September 2005 is in 
compliance with the provisions of 37 CFR 1 .97. Accordingly, the examiner has considered the 
information disclosure statement. 

Specification 

4. The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

Claim Rejections - 35 USC § 101 

5. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

6. Claim 15 is rejected under 35 U.S.C. 101 because the claimed invention is directed to 
non-statutory subject matter. As per claim 15, merely claimed as a computer program 
representing a computer listing per se 9 that is, descriptions or expressions of such a program and 
that is, descriptive material per se, non-functional descriptive material, and is not statutory 
because it is not a physical "thing" nor a statutory process, as there are not "acts" being 
performed. Such claimed computer programs do not define any structural and functional 
interrelationships between the computer program and other claimed aspects of the invention 
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which permit the computer program's functionality to be realized. Since a computer program is 
merely a set of instructions capable of being executed by a computer, the program itself is not a 
process, without the computer-readable medium needed to realize the computer program's 
functionality. In contrast, a claimed computer-readable medium encoded with a computer 
program defines structural and functional interrelationships between the computer program and 
the medium which permit the computer program's functionality to be realized, and is thus 
statutory. Warmerdam, 33 F.3d at 1361, 31 USPQ2d at 1760. In re Sarkar, 588 F.2d 1330, 
1333, 200 USPQ 132, 137 (CCPA 1978). See MPEP § 2106(IV)(B)(l)(a). 

Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

8. Claims 5, 6, 11, 12, and 15 are rejected under 35 U.S.C. 102(b) as being anticipation by 
U.S. Patent No. 6,738,904 B2 to Linnartz et al., hereinafter Linnartz. 

9. As per claim 5, Kitaya teaches an information processing apparatus for playing back a 
content stored on an information storage medium, comprising: 

a memory in which an information storage medium ID revocation list, which is a list of 
information storage medium IDs determined as fraudulent, is stored (column 1, lines 19-35), 

wherein a check is made as to whether an information storage medium ID stored on the 
information storage medium is identical to one of revoked information storage medium IDs 
described in the storage medium information ID revocation list stored in the memory, and, if the 
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information storage medium ID stored on the information storage medium is not identical to any 
one of the revoked information storage medium IDs described in the information storage 
medium ID revocation list, a content playback process is performed (column 2, lines 15-23, 
column 2, lines 32-43, column 3, line 52 to column 4, line 4, i.e. detecting whether data has been 
tampered with). 

10. Regarding claims 6 and 12, Linnartz teaches wherein a tampering check process is 
performed to check whether no tampering is made on the information storage medium ID 
revocation list stored on the information storage medium, and, if the check indicates that no 
tampering is made, the version of the information storage medium ID revocation list stored on 
the information storage medium is compared with the version of that stored in the memory, and 
the information storage medium ID revocation list stored in the memory is updated by storing the 
information storage medium ID revocation list stored on the information storage medium into the 
memory when the version of the information storage medium ID revocation list is newer than the 
version of that stored in the memory (column 2, lines 15-23, column 2, lines 32-43, column 3, 
line 52 to column 4, line 4). 

11. As per claims 1 1 and 1 5, Linnartz teaches an information processing method and 
computer program of playing back a content stored on an information storage medium, 
comprising the steps of: 

reading information storage medium ID stored on the information storage medium 
(column 2, lines 15-23, column 3, lines 1-15, i.e. a playback apparatus, reading back data); 
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checking whether the information storage medium ID stored on the information storage 
medium is identical to one of revoked information storage medium IDs described in a storage 
medium information ID revocation list, which is a list of invalid information storage medium IDs 
and which is stored in a memory of an information processing apparatus (column 2, lines 15-23, 
column 2, lines 32-43, column 3, line 52 to column 4, line 4); and 

playing back the content if and only if the information storage medium ID stored on the 
information storage medium is not identical to any one of the revoked information storage 
medium IDs described in the information storage medium ID revocation list (column 2, lines 15- 
23, column 2, lines 32-43, column 3, line 52 to column 4, line 4). 

Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

13. Claims 1-4, 7-10, 13 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent Application Publication No. 2002/0150250 Al to Kitaya et al, hereinafter 
Kitaya, in view of Linnartz. 

14. As per claim 1, Kitaya teaches an information storage medium (Figure 10, paragraphs 
0002, 0058, i.e. CD, DVD) storing: 

an encrypted content (Figure 10, paragraph 001 1, i.e. contents encrypted and stored on 
DVD or CD); 
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encryption key information needed in a process of decoding the encrypted content 
(Figure 10 [Storage EKB], paragraphs 001 1, 0148, key block is stored on recording medium); 

15. Kitaya does not disclose wherein an information storage medium ID which is an 
identifier uniquely assigned to the information storage medium and an information storage 
medium ID revocation list which is a list of information storage medium IDs determined as 
fraudulent are stored on a storage medium. 

♦ 

16. Linnartz discloses a unique disc identifier number and a list of electronic serial numbers 
of revoked devices or revoked discs are stored on the discs (column 1, lines 19-35). 

17. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to store an information storage medium ID, which is an identifier uniquely assigned to 
the information storage medium, and an information storage medium ID revocation list, which is 
a list of information storage medium IDs determined as fraudulent, on a storage medium, since 
Linnartz states at column 1, lines 31-35 that include the abovementioned information on a disc 
allows revocation information to be disseminated and compliant devices can refuse to 
communicate with revoked devices, thereby preventing the spread of illegal obtained 
information. 

18. Regarding claims 2 and 9, Linnartz teaches wherein the information storage medium ID 
revocation list includes a tampering check value for checking whether data described in the 
information storage medium ID revocation list is untamperred (column 2, lines 15-23, column 4, 
lines 1-4, i.e. detecting whether data has been tampered with). 
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19. Regarding claims 3 and 10, Kitaya teaches wherein the encryption key information 
includes an enabling key block (EKB) as encryption key data from which a key used to decrypt 
the encrypted content is extractable (paragraph 0147). 

20. With regards to claim 4 5 Kitaya teaches wherein the enabling key block (EKB) is 
encryption key information that can be decrypted based on a device node key (DNK) provided in 
the form of a hierarchical key-distribution tree structure to an information processing apparatus 
that is a device using the information storage medium (paragraphs 0130, 0147). 

21 . Regarding claims 7 and 13, Linnartz does not teach the information processing apparatus 
has a device node key (DNK) as key information provided in the form of a hierarchical key- 
distribution tree structure and a key used to decrypt an encrypted content stored on the 
information storage medium is extracted by decoding, based on the device node key (DNK), an 
enabling key block (EKB) stored as encryption key information on the information storage 
medium. 

22. Kitaya teaches the information processing apparatus has a device node key (DNK) as 
key information provided in the form of a hierarchical key-distribution tree structure (paragraphs 
0130, 0147); and 

a key used to decrypt an encrypted content stored on the information storage medium is 
extracted by decoding, based on the device node key (DNK), an enabling key block (EKB) 
stored as encryption key information on the information storage medium (paragraph 0147). 
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23. It would have been obvious to one of ordinary skill to include the keying information in 
the system of Linnartz, since Kitaya states at paragraph 0013 that it simplifies key distribution 
and management constitution based on the capability of managing a hierarchical key distribution 
tree by using entities as sub-trees classified based on the capability of the devices under 
management. 

24. As per claim 8, Kitaya teaches an information storage medium production apparatus that 
produces an information storage medium such that information is stored on the information 
storage medium (paragraphs 0058, 0059, i.e. program distributing medium), the information 
including 

an encrypted content (Figure 10, paragraph 001 1, i.e. contents encrypted and stored on 
DVD or CD), 

encryption key information needed in a process of decoding the encrypted content 
(Figure 10 [Storage EKB], paragraphs 001 1, 0148, key block is stored on recording medium). 

25. Kitaya does not disclose wherein an information storage medium ID revocation list which 
is a list of information storage medium IDs determined as fraudulent, and an information storage, 
medium ID, which is an identifier uniquely assigned to each information storage medium, is 
stored on each produced information storage medium such that each information storage medium 
has a different information storage medium ID. 

26. Linnartz discloses a unique disc identifier number and a list of electronic serial numbers 
of revoked devices or revoked discs are stored on the discs (column 1, lines 19-35). 
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27. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to store an information storage medium ID, which is an identifier uniquely assigned to 
the information storage medium, and an information storage medium ID revocation list, which is 
a list of information storage medium IDs determined as fraudulent, on a storage medium, since 
Linnartz states at column 1, lines 31-35 that include the abovementioned information on a disc 
allows revocation information to be disseminated and compliant devices can refuse to 
communicate with revoked devices, thereby preventing the spread of illegal obtained 
information. 

28. As per claim 14, Kitaya teaches a method of producing an information storage medium 
(paragraphs 0058, 0059, i.e. program distributing medium), comprising the step of: 

storing, on the information storage medium, an encrypted content (Figure 10, paragraph 
001 1, i.e. contents encrypted and stored on DVD or CD), encryption key information needed in a 
process of decoding the encrypted content (Figure 10 [Storage EKB], paragraphs 001 1, 0148, 
key block is stored on recording medium). 

29. Kitaya does not disclose wherein an information storage medium ID revocation list which 
is a list of information storage medium IDs determined as fraudulent, and an information storage 
medium ID, which is an identifier uniquely assigned to each information storage medium, is 
stored on each produced information storage medium such that each information storage medium 
has a different information storage medium ID. 

30. Linnartz discloses a unique disc identifier number and a list of electronic serial numbers 
of revoked devices or revoked discs are stored on the discs (column 1, lines 19-35). 
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31. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to store an information storage medium ID, which is an identifier uniquely assigned to 
the information storage medium, and an information storage medium ID revocation list, which is 
a list of information storage medium IDs determined as fraudulent, on a storage medium, since 
Linnartz states at column 1, lines 31-35 that include the abovementioned information on a disc 
allows revocation information to be disseminated and compliant devices can refuse to 
communicate with revoked devices, thereby preventing the spread of illegal obtained 
information. 

Conclusion 

32. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

33. The following patents are cited to further show the state of the art with respect to 
revoking data with regards to storage media, such as: 

United States Patent No. 6,748,531 Bl to Epstein, which is cited to show confirming and 
revoking trust in a multi-level content distribution system. 

United States Patent No. 7,137,012 Bl to Kamibayashi et al., which is cited to show 
storing a revocation list in a public ROM area of a portable storage medium. 

United States Patent Application Publication No. 2003/010596 Al to Ishiguro et al., 
which is cited to show detecting a revoked entity using an enabling key block. 

United States Patent No. 7,210,042 B2 to Kamibayashi et al., which is cited to show 
storing a revocation list in a public ROM area of a portable storage medium. 
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United States Patent Application Publication No. 2003/0076958 Al to Ishiguro et al., 
which is cited to show detecting a revoked entity using an enabling key block. 

34. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

35. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

36. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 



information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



clf 



Christian LaForgi; 
Patent Examiner < 
Art Unit 2131 




